NHOOPMAIIMOHHASA MAMATKA JJJISA OBYYAIOIIINXCA

C xaXapIM TOJIOM MOJIOZIe’kU B IHTEpHETE CTAHOBUTHCS OOJBIIIE, a MIKOJILHUKHA OJTHU
W3 CaMbIX AaKTUBHBIX IOJib30oBatenen Pynera. Mexny Tem, mOMHMO OTpPOMHOIO
KOJIMYeCTBa BO3MOXHOCTeH, VHTEepHET HeceT W mpoOiembl. JTa mamsTKa IODKHA
MOMOYb TeOe 0€30MacHO HAXOAUTHCS B CETH.

KoMmnbloTepHble BUPYChI

Komnviomepnuviti  6upyc — 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOrpamM,
OTIUYHUTEILHON 0COOCHHOCTBIO KOTOPOM SIBJIIETCA CIIOCOOHOCTH K pa3MHOXKEHHIO. B
JOTIOJIHEHUE K 3TOMY, BUPYChl MOTYT IMOBPEAUTH WM MOJHOCTHIO YHUYTOXHUTH BCE
daitnpl U aHHBIE, TOJKOHTPOJIBHBIC TOJIH30BATENI0, OT MMEHH KOTOpPOTo Oblia
3amylieHa 3apaXEHHAsh NpOrpamMMa, a TaKKe IOBPEAUTh WM JaXX€ YHUUYTOXKUTh
OTIEpAIlMOHHYI0 CHCTeMY cO BceMu (aitmamu B 1enoM. B OONbIIMHCTBE Cilydaes
pacnpoCTpaHsOTCA BUPYCHI uepe3 HTEpHET.

MeToambl 3aIIUTHI OT BPEAOHOCHBIX NPOIPaMM:

1. Vcnonb3yil COBpPEMEHHBIE ONEPAIMOHHBIE CHUCTEMBI, HMEIOIINE CEPbEIHBIN
YPOBEHB 3aLIUTHI OT BPEIOHOCHBIX ITPOTPAMM;

2. IlocTostHHO ycTaHaBnuBail maT4u (IIUGPOBBIC 3aIIATKU, KOTOPhIE aBTOMAaTUYECKU
YCTaHABIIMBAIOTCS C IENbI0 JOPaOOTKHA MPOrpaMMbI) U JPYrue OOHOBICHUS CBOCH
onepanuoHHON cucteMbl. CKaunBail UX TOJIBKO C OPUIIMAIBHOIO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT pekUM aBTOMAaTUYECKOTO OOHOBJIEHMSI, BKIIOYH €T0;

3. PaGotaii Ha cBOoeM KOMIIbIOTEpPE TOJ TpaBaMU TOJB30BATENsd, a He
aAMMHHUCTpAaTOpa. OJTO HE TO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX IPOrpaMM
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Vcnonb3yii aHTUBUPYCHBIE TPOrPAMMHBIE IPOAYKTHI U3BECTHBIX IIPOU3BOIUTENEH,
C aBTOMAaTUYECKUM OOHOBIJIEHHEM 0a3;

5. Orpannub GU3NYECKUM JOCTYI K KOMIBIOTEPY I IOCTOPOHHUX JIULL;

6. Mcnonp3yit BHEUTHHE HOCUTENN HHPOPMAIIMH, TaKHe Kak ¢uielka, TUCK Ui (aiii
u3 MHTEepHEeTa, TOIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkppIBail KoMIbIOTEpHBIE (DalIIbl, TOJTYUYEHHBIE U3 HEHAAEKHBIX UCTOUYHUKOB.
Haxe Te (aiinpl, KOTOpbIE MpUCTan TBOM 3HaKOMBIA. Jlydmie yTouHu y Hero,
OTIIPaBJISUI JIU OH TeOE UX.

Cern WI-FI

Wi-Fi — 310 He Buj mepenayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpPEeH, MapKa.
Eme B 1991 rony Hunepnanackast komnanus 3apeructpupoana opens « WECA», uto
oOo3Hayasio cnoBocodyeTanue «Wireless Fidelity», koTopelii mnepeBoauTcsi Kak
«0ecrpoBOIHAST TOUHOCTbY.

Jlo Hamero BpeMeHHM Jouuia Jpyras abOpeBuarypa, KOTopas SIBISETCS TakoW ke
TexHosoruei. 3to adb6pesuarypa « Wi-Fi». Takoe HazBaHue ObLJIO TaHO C HAMEKOM Ha
CTaHAapT BbICHIMM 3BykoBoW TexHuku Hi-Fi, uTo B mepeBome o3Ha4aeT «BbICOKas
TOYHOCTbH.

Ha, 6ecrutatabiit UHTEpHET-I0CTYI B Kade, OTeNsIX U adPOIopTax ABISETCS OTIUYHOM
BO3MOXXHOCThIO BbIXxoa B MutepHer. Ho MHOrme skcmepTbl CUMTAIOT, YTO
obmemoctymabie Wi-Fi ceTu He SBISIOTCS 0€30MMacHBIMH.



CoBeTbl 110 6€30NaCHOCTH PadoTe B 001eNOCTYNMHBIX ceTsix Wi-Fi:

1. He mepenaBaii cBoro nuuHyr0 HHpOpMaruioo depe3 oomenoctynaeie Wi-Fi ceTn.
PabGotast B HHX, XelmaTeNbHO HE BBOAUTH MAPOJM JOCTYIMA, JIOTHHBI M KaKUE-TO
HOMEpA;

2. Vcionp3yit © OOHOBISAM aHTHBUPYCHBIE MPOTpaMMbl U OpanaMayep. TeM cambiM
ThI 00€30IMacHIIb CeOs OT 3aKaUKH BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonb3oBanun Wi-Fi otkmioun ¢ynkumio «OO0mwmii moctyn k Qaitnam u
npuHTepam». JlanHas QyHKIMS 3aKpeITa MO YMOJYAaHUIO, OJHAKO HEKOTOPHIC
MOJIb30BATENN aKTUBUPYIOT €€ Ui yA00CTBa UCIIOIB30BaHUS B paboTe wiun y4ueoe;

4. He ucnonw3yit nyonuunsii WI-FI s nepenaun AMYHBIX TaHHBIX, HAIPUMED IS
BBIXO/Ia B COI[MAIbHBIC CETU WJIH B DJICKTPOHHYIO MOYTY;

5. Ucnonb3yit Tonpko 3amuiineHHoe coeaquHenue yepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOwnpHOM Tenedone otkimroun  ¢GyHkuio «llogkmrouerne k- Wi-Fi
aBToMaTuueckm». He gomyckail aBToMaTH4€CKOro NOJAKIIOYEHUS] YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOCTO cornacus.

CoumajnbHble ceTH

CouuanbHble CETH aKTUBHO BXOJST B HAIly *KU3Hb, MHOTHE JIIOJU PA0OTAIOT U KUBYT
TaM TIOCTOSHHO, a B Facebook yxke 3apeructpupoBaH MWIUIHAPA YEJIOBEK, YTO
SBIIIETCS OJHOM CeAbMOM BCEX MXKUTeled IaHeTel. MHOIrMe MoJIb30BaTENN HE
NOHMMAIOT, YTO MH(POPMALIMS, pa3MEUIEHHAas! UM B COLIMAJIBHBIX CETSAX, MOXKET ObITh
HaliIcHa W MCIOJIb30BaHAa KEM YIrOJHO, B TOM 4YHUCJIE He 00s3aTelbHO C Oyiarumu
HaMEPEHUSIMHU.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B COMAJIBHBIX CETAX:

1. Orpanuub cnucok npysei. Y TeOs B JIpy3bsX HE JOJDKHO OBITH CIyYalHBIX U
HE3HAKOMBIX JIHOJIEH;

2. 3amuimiaii cBOIO YacTHYIO ku3Hb. He ykaspiBail maponu, TenedoHsl, agpeca, 1aTy
TBOETO POXKJIEHUA U JPYryl JIHYHYI0 HHQPOPMALUIO. 3JI0YMBINUIECHHUKH MOTYT
UCIOJIb30BaTh JaXe MH(POPMALMI0O O TOM, KaK Tbl U TBOM POJUTEIM IUIAHUPYETE
IIPOBECTH KAHUKYJIbI,

3. 3ammiaii CBOIO penyTaluio — JepKU €€ B UMCTOTE U 3aJaBail cebe BOMpOC: XOTell
Obl Thbl, YTOOBI JPyrue MOJB30BATENM BHUJEIH, YTO Thl 3arpyxaemsb? [logymait,
IPEX/E YeM YTO-TO ONyOJIMKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu Tbl TOBOPULIB C JIIOJABMH, KOTOPBIX HE 3HAEIIb, HE HCIOJIb3YHl CBOE peanbHOe
UMS U JPYTYI0 JUYHYIO HUH(POpPMaLUU: UMs, MECTO KHUTEJIbCTBA, MECTO y4yeObl U
npouee;

5. U36erait pasmemenust ¢otorpapuit B HMuTepHere, rae Thl H300pa)xxeH Ha
MECTHOCTH, IO KOTOPOH MOKHO OIPEIEIUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu peructpauuu B COIHAJIBHOW CETH HEOOXOJMMO HCIOJIB30BaTh CIIOKHbBIE
napoJju, CoOCToAIMe U3 OYKB U U(p U C KOJTUYECTBOM 3HAKOB HE MEHee §;

7. JIng conmmanbHOW CETH, MOYTHl M JPYTUX CAWTOB HEOOXOJAMMO HCIIOJIH30BaThH
pasHblie maponu. Toraa eciau Te0s B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOTy4YaT AOCTYM
TOJIBKO K OJHOMY MECTY, & HE BO BCE Cpa3y.




DJIeKTPOHHBbIE ICHbIU

DJIEKTPOHHbIE JeHbIM — O3TO OYeHb YJIOOHBIM CHOCcO0 TUTaTeX ed, OJHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH ICHBIH.

DJIEKTPOHHBIE I€HBIH MOSBUIINCh COBCEM HEJABHO WU MMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyJapcTBax A0 CUX MOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccumn xe oHM (PYHKIIMOHHUPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, TNe HUX
pa3emnsaoT Ha HECKOJBKO BUJIOB — aHOHUMHbBIE U HEAaHOHUMHBIE. Pa3Huiia B TOM, 4TO
aHOHMMHBIE — 3TO T€, B KOTOPBHIX pa3pemiaeTcs MPOBOAWTH oOmepanuu 0e3
UIACHTU(UKALUKA TIOJB30BaTENs, a B HEAHOHMMHBIX HICHTH(UKAIMK TMOJIb30BaTElNs
ABIISIETCS 00513aTENIbHOIA.

Taxoke ciaemyeT pa3nuuaTh dJIEKTPOHHBIC (PUATHBIC TEHBIH (PaBHBI TOCYAAPCTBECHHBIM
BaJIOTaM) M DJJIEKTPOHHBbIC HePHUATHBIC JEHbIHM (HE paBHBI TOCYIAPCTBEHHBIM
BAJIFOTaM).

OcHoBHbBIE COBETHI 10 0e30M1aCHOI padoTe ¢ 3JIEKTPOHHBIMHU JeHbIAMMU:

1. [TpuBsku K cyeTy MOOMIBHBIN TenedoH. DTO camblil YI0OHBIN U OBICTPBIN CIIOCOO
BOCCTaHOBHUTH JOCTYN K cuery. I[IpuBsizanHBIA TenedOH MOMOXKET, eCiu 3a0yaelb
CBOM IUIATEKHBIM MMAPOJIb WK 3alICIIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit onHOpasoBsle nmapoiu. [locie mepexona Ha yCUIICHHYIO aBTOPU3ALIUIO
Tebe y)xe He OyeT yrpokaTh OMacHOCTh KPaKy WJIH MepexBaTa IMIaTeKHOTO MapoJis;
3. Beibepu cnoxubiii maposb. [IpectynmHukam OyAeT HE MPOCTO YraaaTh CIOXHBIH
napoib. HajnexHble mapoiau — 3TO MapoJid, KOTOPbIE COAEpPKAaT HE MEHEE § 3HAKOB U
BKJIIOUYAIOT B c€0s1 CTPOUYHBbIE M MPONUCHBIE OYKBbI, LU(PHI U HECKOJIBKO CHMBOJIOB,
TaKHe Kak 3HaK JoJuiapa, pyHTa, BOCKIUIATENbHbIN 3HaK U T.I. Hampumep, StROng!;;
4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CaillTax, KOTOPHIM HE JJOBEPSEILb.

DJICKTPOHHAA M0YTA

JJIEKTPOHHAS MOYTAa — JTO TEXHOJOIWS M IPENOCTABIAEMBIE €10 YCIYTd II0
NEPECHUIKE U TMOJYYEHHUIO 3JEKTPOHHBIX COOOIIEHHM, KOTOpbIE pacHpeneisioTcs B
KOMIBIOTEpHON ceTh. OOBIYHO D3JEKTPOHHBIA MOYTOBBIM  SIIMK  BBITJISIAUT
CIENYIOIIMM 00pa3oM: HMs_TOJib30Baressi@uMs_aoMeHa. Takke Kpome Inepeaadu
IPOCTOrO TEKCTa, UMEETCSI BO3MOKHOCTh IIEpeaBaTh (Pailyibl.

OcHOBHBIE COBETHI 110 0e30macHOM padoTe ¢ 3JIeKTPOHHOM MOYTOM:

1. Hago BBIOpaTh NpaBWIIbHBIA MOYTOBBINM cepBuc. B VHTepHeTe ecTh OrpoMHbIN
BbIOOpP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPATh TEM, KOTO 3HACIIb
Y KTO IIEPBBIN B PEUTHUHTE;

2. He yka3biBail B IMYHOM MouTe JU4YHYI0 HHPopManuio. Hanpumep, myuiie BbIOpaTh
«MY3bIKaNbHBIN _(panaT@» unu «pok2013» Bmecto «remal3dy;

3. Ucnonp3yil ABYXATAalHYIO aBTOPHU3AIMIO. DTO KOIJa MOMHMO Hapois HYXHO
BBOJIMTH KOJI, MPUChLIaeMbIil 10 SMS;

4. Beibepu CiOXHBIA Maposb. [ KaXXoro Mmo4TroBOTO SIIUKA JOJIKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYMBBIM K B3JIOMY I1apOJIb;

5. Ecnmu ecTh BO3MOYKHOCTBH HAIlMCAaTh CAMOMY CBOW JIMYHBIN BOMPOC, UCIIONB3YH ATY
BO3MOYHOCTb;

6. Mcnonb3yil HECKOJNBKO MOYTOBBIX SIIIMKOB. [lepBbIN M1 4acTHOM MEPENUCKH C
agpecaramMy, KOTOPbIM Tbl JOBEpPSiCHIb. JTO OJIEKTPOHHBIA aJpec HE HaJo
WCIIOJIb30BATh MPHU PETUCTPALINHU Ha POopyMax U calTax;




7. He oTkpsIBail ¢aitnbl U Apyrue BIOKEHHs] B MUChMaX JIa)Xe €CJId OHHU MPUIIUIA OT
TBOUX Apy3eu. JIydire yrouau y HUX, OTIIPABJISIIN JIM OHU TeOe 3TH (haiiibl;

8. Ilocne oxoHuanust pabOTHl Ha TOYTOBOM CEPBUCE MEpe] 3aKPBHITUEM BKIAIKU C
caiTom He 3a0yap HaXXaTh Ha «BBIATIY.

Ku6epOyJJMHI WM BUPTYAJbHOE U3/1€BATEJIbLCTBO

KubepOynauHr — mpecieqoBaHue COOOIICHUSIMH, COACPNKAIIUMH OCKOpOJICHNS,
arpeccuto, 3alyTUBaHHE; XYJWTAaHCTBO;, COIMATbHOE OOWKOTHPOBAHHE C TOMOIIBIO
pa3nuuHbIX MTHTEpHET-CEPBUCOB.

OcHoBHbBIE COBETHI 110 00pbOe ¢ KHOEepOYyIJIMHIOM:

1. He Opocaiics B 60ii. JIyummmii crioco6: mOCOBETOBATHCSA, KaK ce0sl BECTH U, €CIIA HET
TOTO, K KOMY MOJHO OOpaTHUTHCSA, TO BHAyajue YCIMOKOUTHCSA. Eciu Thl HavHEeIIb
OTBEYaTh OCKOPOJICHHSIMH Ha OCKOPOJICHHS, TO TOJIBKO €IIe OOJbIIe Pa30XKellh
KOH(QJIHKT;

2. YrpaBnsiii CBoei KubeppenyTainei;

3. AHOHUMHOCTH B ceT MHHMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOHT 3a
AHOHUMHBIM aKKayHTOM;

4. He cToWT BeCTH XyJIWUTAaHCKUN 00pa3 BUPTyalbHOHW *)u3HU. VIHTEpHET pukcupyer
BCE TBOM JICUCTBUS M COXpAHSCT UX. Y TATUTh UX OYJEeT KpaifHe 3aTPyAHUTEIBHO;

5. Cobmroaii CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyit enuHuuHblii HeraTuB. OmHOpPA30BbIE OCKOPOUTENBHBIE COOOIICHHUS
Jy4ie urHopupoBath. OOBIYHO arpeccus IpeKpamaeTcss Ha HadyalbHOM CTaIuH;

7. ban arpeccopa. B mporpaMmMax oOMeHa MTrHOBEHHBIMH COOOLICHHSMH, B
COLMANBHBIX CETAX €CTb BO3MOXHOCTh OJIOKUPOBKHM OTIPABKH COOOLIECHUH C
OTIpeIeTICHHBIX aJ[PEcoB;

8. Ecniu T1b1 cBugetrens kuOepOyiummHra. TBou nedcTBHS: BBICTYNHTHb TNPOTHUB
npecienoBaTensi, IMOKa3aTb €My, 4YTO €ro JeWCTBHA OIIEHUBAIOTCS HETaTHBHO,
HOJ/IepKaTh JKEPTBY, KOTOPOM HYyKHA TICHMXOJOTHYECKass IOMOIb, COOOLIUTH
B3pOCIBIM O (paKTe arpecCUBHOTO MOBEACHHUS B CETH.

MoOuiabHbL# TeJaedoH

CoBpemeHHbIe CcMapT(OHBI U IUIAHIIETHl COAEpKaT B ceOe BIIOJHE B3POCIHbIN
(yHKIMOHAN, M TeHepb OHM MOTYT KOHKYpUpOBaTh CO CTallMOHAPHBIMU
KoMmnbloTepaMu. OJHAKO, CPEACTB 3alIUThl JJIs MOJOOHBIX YCTPOWMCTB MOKa OYEHb
mano. TectupoBaHue M MOUCK YA3BUMOCTEH B HUX NMPOUCXOAUT HE TaK MHTEHCUBHO,
kak s 1K, To sxe camoe kacaeTcst 1 MOOUITbHBIX TIPHIIOKEHUH.

CoBpemeHHBIE MOOMIIbHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAIM HACTOJIbHbIC
aHaJIOTH, OJHAKO paciiupeHue GyHKLIHOHANa BIEYET 3a cO00M OONBUIYIO CIIOKHOCTD
Y MEHBIIIYIO 3aIIUIEHHOCTb.

Jlaieko He BCe TPOU3BOJIUTENM  BBIMYCKAIOT OOHOBJIEHUS, 3aKpPbIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JJIsi CBOMX YCTPOMCTB.

OcHoBHBIE COBeTHI 1J151 0€30MaCHOCTH MOOMJIBHOTO TeJiedoHa:

1. Huuero He siBnsieTcs MO-HACTOSAIIEMY OecIuIaTHBIM. byab ocTopokeH, BeAb KOTa
Tebe mpeiaraioT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO
IUIaTHBIE YCIYTH;




2. lymaii, mpexxae uem oTnpaButb SMS, ¢oto winu Buaeo. Tl TOYHO 3HaeMb, T
OHM OyAyT B KOHEYHOM UTOTE?

3. HeoO6xoamMo 0OHOBIIATH ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Vicnonb3yii aHTUBUPYCHBIE TPOTPAMMBI JUISI MOOMIIBHBIX TeNe()OHOB;

5. He 3arpyxaii mnpuioXeHHs OT HEW3BECTHOTO HCTOYHHMKA, BEAb OHU MOTYT
COJZIep’KaTh BPEIOHOCHOE MPOrpaMMHOE 00eCTIeueHue;

6. ITocne Toro, Kak Thl BRIWEIIH C CaliTa, T/Ie BBOJIWI JIMYHYIO HH(OPMAIIHIO, 3aliI1 B
HaCTpOMKU Opay3epa u ymainu cookies;

7. Ileppoanueckn TpOBEpPsi, KakWe IJaTHBIE YCIYTH AaKTUBUPOBAaHBI Ha TBOEM
HOMEpE;

8. JlaBaii cBOif HOMEp MOOMIBHOTO TelePOHA TONHKO JIOJSM, KOTOPBIX ThI 3HACIIH U
KOMY JTOBEpSICIIIb;

9. Bluetooth nomkeH OBITH BBIKIIOYEH, KOTJa ThI UM HE ToJib3yenibcsi. He 3a0biBait
WHOT/Ia IPOBEPSITH 3TO.

Online urpsl

CoBpeMeHHBbIe OHJIAWH-UTPBI — 1TO KPACOYHBIC, 3aXBaThIBAIOIIME pa3BICUCHMUS,
O00BEAMHSIONINE COTHU THICAY YETIOBEK MO BCceMy MUpPY. Urpoku uccienayoT AJaHHBIN
UM MUD, 00IIAIOTCS APYT C IPYTOM, BBIIIOJHSIOT 3a/IaHUs, CPAKAIOTCSA C MOHCTPaMHU U
MOJIy4aloT OMbIT. 3a YAOBOJLCTBHE OHHU IUIATST: MOKYMAIOT JHUCK, OIJIAYMBAIOT
a0OHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OILUU.

Bce atm cpencrBa uayT Ha NOAAEPKAHME M Pa3BUTHE WIPBI, a TAKXKE Ha caMmy
0€30MaCHOCTh: COBEPLICHCTBYIOTCS CHUCTEMbBl aBTOPU3ALMHU, BBIYCKAIOTCS HOBBIE
naTuu (U poBbIE 3aMIATKU JUIsl IPOTPaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HbBIX Urpax CTOUT ONAcaThCsl HE CTOJIbKO CBOMX CONEPHUKOB, CKOJIBKO KPaXkH
TBOETO NapoJisi, HA KOTOPOM OCHOBaHa CUCTEMAa aBTOPU3aLUU OOJIBIIMHCTBA UTP.
OcHoOBHBIE COBETHI 110 0€30I1ACHOCTH TBOEr0 HIPOBOI0 AKKayHTA:

1. Ecnu gpyroii urpok BenmeTr ce0d IUIOXO WIM co3laeT TeOe HENpUATHOCTH,
3a0JI0KUpPYH €ro B CUCKE UTPOKOB;

2. [loxkanyiicss aIMUHUCTpaTOpaM WIPbl Ha IUIOXOE IMOBEACHHUE HSTOTO HUIPOKa,
JKeJIaTeNbHO MPUIIOKUTh KAKUE-TO J10KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBail 1nuHyo nHGopMaluio B npodaiisie urpsi;

4. YBaxaill Ipyrux y4aCTHHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuuanbHble TaTYU U MOJBI;

6. Mcnonb3yii clioXHbIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs UTpbl HE CTOUT OTKJIIOYaTh aHTUBHUpYC. [loka ThI urpaeus, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIHHT WK KPAXKa JUYHBIX JAHHBIX

OObIyHOM Kpakell JeHer M JOKyMEHTOB CEroJHsl Y€ HUKOrO0 HE€ YJIUBHUIIb, HO C
pa3BuTHeM MHTEpHET-TEXHOIOTUN 37I0YMBIIIJIEHHUKY NepeMecTUnucy B UHTepHeT, u
MPOJOJIKAIOT 3aHUMATHCS «ITFOOUMBIMY JICIIOM.

Tak mosiBunace HoBasi yrposa: VHTepHET-MOIIeHHHMYECTBa WM (DUILKHT, TiaBHas
1eJdb KOTOPOrO COCTOUT B IMOJIYYEHHH KOH(HICHUMAIbHBIX JaHHBIX IMOJIb30BaTeNCH
— JIOTMHOB U maposieil. Ha anrmuiickoM si3bike phishing unraercst kak ¢umuHr (OT
fishing — pwiOHas 108151, password — maposb).




OcHoBHBIE COBETHI 110 00pbie ¢ PUIIUHTOM:

1. Cnequ 3a cBouM akkayHTOM. Eciam Thl mojo3peBaciib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIMMO 3a0JOKHPOBATH €€ U COOOMIUTh aJIMHHHCTPATOPaAM
pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Ucnionp3yit Oe3omacHble BeO-caliThl, B TOM uwHcie, VIHTepHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnonw3y#t cloKHBIE U pa3Hble Mapoiu. Takum oOpa3oM, eciu TeOsl B3IIOMAIOT, TO
3JIOYMBIIIEHHUKH TOJIYYaT JOCTYM TOJBKO K OJHOMY TBOEMY MPOQIIIO B CETH, a HE
KO BCEM;

4. Ectm 1ebs B3a0OManM, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE TOOABIICHBI y TEOS B APY3bAX, O TOM, YTO TEOS B3IOMAIU U, BO3MOXKHO, OT
TBOETO UMEHU OYJIET pACChUIAThCS CTIaM U CCHUIKU Ha (PUIIMHTOBBIC CAUTHI:

5. YcranoBu HanexHbId napois (PIN) Ha MoOunbHbIH TenedoH;

6. OTkiII04YM coOXpaHEeHHe Naposist B Opaysepe;

7. He oTkpsiBaii (paiinel U Apyrue BIOKEHUS B MUCHMaX, AK€ €CIIA OHH MPHUIILIN OT
TBOMX Jpy3eil. Jlydie yrounu y HUX, OTIPABIISIIN JIM OHU TeOe ATH (ailiibl.

IludppoBas penyrauus

HudpoBasi penmyramusi — 5T0 HEraTUBHAs WIM MO3WTUBHAs WHMOpMAIUS B CETU O
tebe. KommpomeTtupyromass wHpopmanus, pa3memieHHas B HWHTepHETe, MOXET
CEpbE3HBIM 00PAa30M OTPaA3UTHCS Ha TBOEW peanbHOU xu3HU. «{udposas penyranus»
— 3TO TBOM UMMJIK, KOTOPBIH Gopmupyercs u3 uupopmanuu o rede B UnTepHeTe.
TBOE MecTO KHUTENIbCTBA, Y4eObl, TBOE (PUHAHCOBOE IOJIOKEHUE, OCOOEHHOCTU
XapakTepa U paccKasbl O OJIM3KUX — BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue noapoCTKy JErKOMBICIEHHO OTHOCATCS K MyOJMKALMU JIMYHOW UH(POpMALIUU
B lHTepHere, He NOHMMAasT BO3MOXHBIX MOCIEACTBUH. ThI naxe HE CMOXEIIb
J0rafaTbCcsi 0 TOM, 4To (oTorpadus, pasMelIeHHass 5 JeT Ha3aj, cTajla MPUYMHOU
OTKa3a MPUHSATH TeOs1 Ha padoTy.

KomMmeHnTapuu, pasmemnienue TBoux (ororpaduili u apyrue IEHCTBUS MOTYT HE
UCYE3HYTh JaKe MOCIEe TOro, Kak Thl UX yJAajullb. Thl HE 3HAEIIb, KTO COXPAHUI ITY
uH(pOpMalMIo, ToMNaja JU OHAa B IMOMCKOBBIE CHCTEMbl M COXpaHWJIAach JIM OHa, a
TJIaBHOE: YTO MOAYMAIOT O T€0€ OKPY’KaIoIllee JIIOAU, KOTOpble HAUAYT U YBUIAT 3TO.
Haiitu wuHpopManni0 MHOTO JIET CHYCTS CMOXET JI000OW — Kak Hu3 J00pbIX
noOyXJIEeHUM, TaK U C HAMEPEHUEM NPUIUHUTH Bpea. ITO MOXKET ObITh KTO YTOJIHO.
OcHoOBHBIE COBETHI 110 3a1UTe HU(POBOI penyTauuu:

1. [logymaii, mpexxke 4eM 4TO-TO MyONMKOBAaTh U MepeaaBaTh y cels B Ojore wim B
COIIMAJIbHOM CETH;

2. B nacTpoiikax npoduiisi yCTaHOBH OFpaHHYEHMsI Ha MPOCMOTP TBOETO Npoduis u
€ro COJEPKUMOTO, CIIEJIal €T0 TOIBKO «IJIs APY3€EN»;

3. He pasmemaii um He ykaspiBall HH(pOpMalMIO, KOTOpas MOXET KOro-iubo
OCKOPOJISTh WM OOMXATh.

ABTOpCKOE NIPaBO

CoBpeMeHHBIC IIKOJHPHUKA — AKTUBHBIC TOJI30BaTEIW IHU(PPOBOTO MPOCTPAHCTBA.
Opnako pmajnexko HE BCE 3HAIOT, YTO IIOJh30BAaHUE MHOTHMMH BO3MOXKHOCTSIMH
nudpoBoro Mmupa TpedyeT COOTI0ICHHSI TIPAaB HA MHTEIUICKTYaTbHYIO COOCTBEHHOCTb.




TepMuH «HMHTe/VIEKTYaJlbHAsl COOCTBEHHOCTB» OTHOCUTCS K  Pa3IUYHBIM
TBOPEHMSIM YEJIOBEYECKOTO YyMa, HayWHasg C HOBBIX HW300peTeHHWH H 3HAKOB,
0003HaYarOMMX COOCTBEHHOCTh HA TPOAYKTHl M YCIYTU W 3aKaHYMBas KHUTAMH,
dororpadusimu, KHHOPUIBMAMU U MY3BbIKAIbHBIMU TTPOU3BEACHUSIMHU.

ABTOpCKHE T@paBa — O3TO TMpaBa Ha WHTEIUICKTYyaJbHYI0O COOCTBEHHOCTh Ha
MPOU3BEICHHUS HAYKH, JUTEPATypbl U UCKYCCTBAa. ABTOPCKHE IpaBa BBICTYMAIOT B
KauecTBE TapaHTHH TOTO, YTO MHTEJUICKTYaJbHBINH/TBOPUECKUN TPy aBTOpa HE OyaeT
HalpacHbIM, JAaCT €My CIpaBEIJIUBHIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yiabTaTax
CBOETO TPyJAa, MOJYYUTh U3BECTHOCTh M Mpu3HaHue. Hukto 6e3 pasperneHus aBTopa
HE MOXET BOCIPOU3BOJUTh €r0 TNPOU3BEICHUE, PpPACTIPOCTPAHATh, MTyOIUIHO
JIEMOHCTPUPOBATh, TMPOJAaBaTh, WMIIOPTUPOBATh, IYCKaTh B TMPOKAT, MTyOIUIHO
UCTIONTHSATH, TTOKA3bIBaTh/UCTIONHATH B 2pUpe WK pa3meniaTh B IHTepHeTe.
Hcnonb3oBaHne «MHPATCKOTO» MPOTPAMMHOTO O0OECIeUeHUsT MOXKET MPHUBECTH KO
MHOTMM pHCKaM: OT MOTEpU JAaHHBIX K TBOMM aKKayHTaM 10 OJOKHUPOBKH TBOETO
yCTpPOWCTBA, T'/le YCTaHOBJICHA HeJeraiabHas nmporpamma. He crout takke 3a0bIBaTh,
YTO CYIIECTBYET JieTajbHble W OECIIaTHBIC MPOTPaMMbI, KOTOPbIE MOKHO HAWTH B
CeTH.

O nopraJjie
CeTeBHYOK.p) — TBOM TJIABHBIM COBETYMK B CETH. 3J€Ch Thl MOXEIIb Y3HATh O

0€30MaCHOCTU B CETU MOHSATHBIM U JIOCTYNHBIM SI3bIKOM, @ IPU BO3HUKHOBEHUHU
KPUTHYECKOM CHUTyallun OOpaTUTBCA 3a COBETOM. A TakXe NPHUHITh ydyacTHUE B
KOHKYpPCaX U CTaTh CAMbIM HM(POBBIM IpaKIAHNHOM !



